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Today’s Learning 
Outcomes

During this session, we will cover:

• AWS Global Infrastructure

• AWS Compute

• Networking and Security

• Storage and Databases



AWS Global Infrastructure
Data Engineer - Associate

A W S  P A R T N E R  C E R T I F I C A T I O N  R E A D I N E S S



AWS Regions

A physical location around the world where AWS clusters data centers

Each AWS Region consists of multiple,
isolated, and physically separate Availability
Zones.



AWS Availability Zones (AZs)

One or more discrete data centers with redundant power, networking, 

and connectivity in an AWS Region

AZs give customers the ability to operate
production applications and databases that
are more highly available, fault tolerant, and
scalable than would be possible from a single
data center.

AZs are connected to each other with fast,
private fiber-optic networking, enabling you
to easily architect applications that
automatically fail-over between AZs without
interruption.



Edge Locations

600+ CloudFront POPs and 13 regional mid-tier regional cache 

servers

Points of Presence (POP) enable Amazon
CloudFront to securely deliver data, videos,
applications, and APIs to customers globally
with low latency and high transfer speeds, all
within a developer-friendly environment.

Smaller endpoints used for hosting cached
data.
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Amazon EC2

Secure and resizable compute capacity to support virtually any workload

A web service that provides secure, resizable compute capacity in the cloud. It is 

designed to make web-scale cloud computing easier for developers



Amazon Machine Images (AMI)

Critical information needed when launching EC2 instances



What are Containers?

Lightweight, standardized packaging for application code, configs, and dependencies

Virtual Machines

Containers



Container Orchestration

Automates scheduling, deployment, networking, scaling, health monitoring, and 

management of containers

Container orchestration automates the
scheduling, development, networking, scaling,
health monitoring, and management of your
containers. Orchestration keeps containers
running in the required state, and helps
maintain your service-level agreements (SLAs).

Container Host Container Host Container Host



Amazon Elastic Container Service

Highly secure, reliable, and scalable way to run containers

Fully managed container orchestration service that helps you easily deploy, manage, and 

scale containerized applications



Amazon Elastic Kubernetes Service

The most trusted way to start, run, and scale Kubernetes 

Gives you the flexibility to start, run, and scale Kubernetes applications in the AWS Cloud 

or on-premises. Runs upstream Kubernetes and is certified Kubernetes conformant



AWS Fargate

Serverless compute for containers

Serverless, pay-as-you-go compute engine that lets you focus on building applications 

without managing servers. 
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Amazon EC2 Auto Scaling

Automatically launch or terminate Amazon EC2 instances



Amazon EC2 Auto Scaling Groups

Collection of Amazon EC2 instances, treated as a logical grouping



Elastic Load Balancing

Distribute network traffic to improve the scalability of your applications

Automatically distributes incoming application traffic across multiple targets



Networking & Security
Data Engineer - Associate

A W S  P A R T N E R  C E R T I F I C A T I O N  R E A D I N E S S



AWS Shared Responsibility Model

Must have knowledge for Cloud Professionals



Amazon Virtual Private Cloud (VPC)

Provision a Logically Isolated Section of the AWS Cloud

Public subnet

Region

VPC

Availability Zone

Private subnet

Route table B

Route table A

AWS Cloud



Security Groups & NACLs

Layered security options for your VPC – virtual firewalls

Public subnet

Region

VPC

Availability Zone

Security group A

Private subnet

Route table B

Route table A

Network 

Access Control 

List

Network Access 

Control List

Security group B

AWS Cloud



Amazon Identity and Access Management (IAM)

Enables AWS customers to manage access to AWS services and resources
Provides recommendations that help you follow AWS best practices.



Root User Accounts

First AWS account, which has complete access to all AWS services and resources
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Managing Data Within AWS

EFS FSx

File

EBS

Block

S3 S3 Glacier

Object

Data Storage

What is Object Data?

Stores and Manages data as Objects

Examples include data like 
documents, images, or data values

What is Block Data?

Works by dividing data into fixed-
sized blocks and stores them as 
individual units.

Includes most data types

What is File Data?

A hierarchical storage system that 
provides shared access to file data.

Files also contain metadata like file 
name, size, and timestamps



Amazon MemoryDB for Redis

Redis-compatible, durable, in-memory database service for ultra-fast 

performance
Amazon MemoryDB for Redis is a durable database with microsecond reads, low single-digit millisecond writes, 
scalability, and enterprise security



Amazon Neptune

High performance graph analytics and serverless database for superior scalability 

and availability



Amazon Keyspaces (for  Apache Cassandra)

A scalable, highly available, and managed Apache Cassandra–compatible 

database service 



Amazon DocumentDB (MongoDB Compatible)

Scale enterprise workloads with ease using a fully managed native JSON 

document database



47

Thank you for attending
this session


